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f Ol T Wiikipedia Js shstained by people like you. Fledse donate today. 2 Sign in f create account =
» I' ) article dizcuszsion edit this page history
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—iA Export of cryptography
ﬁ
= ﬂi [1 From Wikipedia, the free encyclopedia
=7
a — The examples and perspective in this article or section may not represent a worldwide view of the
WIKIPEDIA ; o o persp ¥ ot rep
The Free Encyclopedia i subject.
- = Flease improve this article or discuss the issue on the talk page.
navigation p—
= Main pags The export of cryptography refers to the transfer from one country to another of devices and technology related to cryptography. Since
u Conterts

World War Il, YWestern governments, including the LS. and its NATO allies, have regulated the export of cryptography for national security

= Festured content considerations, and, for a time, defined cryptography to be a munition.

= Current events
= Random atticle In light of the enarmous impact of cryptanalysis in WA it was abundantly clear to these governments that denying current and potential
enemies access to cryptographic systems looked to be militarily valuable. They also wished to monitor the diplomatic communications of
other nations, including the many new nations that were emerging in the post-colonial period and whose position on Cold YWar issues was
regarded as vital. (Kahn, The Codebreakers, Ch. 19) Since the .S, and UK. had, they believed, developed more advanced cryptographic
capabilities than others, there arose a notion that contralling 24 dissemination of the more effective crypto technigues might be

interaction
m Ahout Wikipedia

m Community portal
® Recent changes

u Cortact Wikipedia heneficial FEEeT m2ed=d] Tha Firat Armendment made controlling all use of cryptography inside the LS. difficult, but controlling access to U.S.
® Donate to Wikipedia developments by others was thought to be mare practical — there were at least no constitutional impediments. Accardingly, regulations were
= Help introduced as part of munitions contrals which required licenses to export cryptographic methads (and even their description); the regulations

established that cryptography beyond a certain strength (defined by algorithrm and length of key) would not be licensed for export except on a
case-by-case basis. The expectation seems to have been that this would further national interests in reading 'their' communications and
prevent others from reading ‘ours’. This policy was also adopted elsewhere for various reasons.

zearch

|
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The development, and public release, of DES and asymmetric key technigques inthe 19705, the rize of the Internet, and the willingness of

toalkox some to risk and resist prosecution, eventually made this policy impossible to enforce, and by the late 19390s it was being relaxed in the US|

= What links here and to some extent (e.g. France) elsewhere. Nevertheless, some officials in the .S, believe that widespread availability of strong

= Relsted changes cryptography world-wide has hampered the ability of the M3A to read intercepted communications that might reveal important information

= Upload file about intentions hostile to the United States [1] & Others feel that the export controls in place in the last half of the 20th century discouraged

u Special pages incorporation of widely known cryptographic tools into commercial products, particularly personal computer operating systems, and are a root

- E”"'tab'er‘*fl_rsi':"" cause of the present crisis in information security, aside from interfering with U.3. trade in such products. They observe that many of the =
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Digital Millennium Copyright Act

From Wikipedia, the free encyclopedia
[Redirected from DMCA]

The Digital Millennium Copyright Act (DMCA) is a United States copyright law which
implements twao 1996 YWIPOD treaties. It criminalizes production and dissemination of
technology, devices, or services that are used to circurnvent measures that control access to
copyrighted works (commaonly known as DRR) and criminalizes the act of circurnventing an
access control, even when there iz no infringement of copyright itself. It also heightens the
penalties for copyright infringement on the Internet. Passed on October 3, 1998 by a
unanirmous vote in the United States Senate and signed into law by President Bill Clinton on
Cctober 28, 1995, the DMCA amended title 17 of the LS. Code to extend the reach of
copyright, while limiting the liability of Online Providers from copyright infringement by their
users.

Cn bay 22, 2001, the European Union passed the EU Copyright Directive or EUCD, similar in
many ways to the DMCA,

Contents [hidz]

1 Provisions
1.1 DMCA Title | WIPQ Copyright and Performances and Phonograms Treaties
Implementation Act
1.2 DMCA Title 1 Online Copyright Infringerment Liability Limitation Act
1.2 DMCA Title [Il: Computer Maintenance Competition Assurance Act
1.4 DMCA Title IV Miscellaneous Provisions
1.5 DMCA Title V: Vessel Hull Design Protection Act
2 Exermptions
3 Reform and oppaosition

4 Criticisms
A1 CwAarmnmle af DA™ 0 TAalsacddmss Dreawisimn

Digital Millennium Copyright Act

Full title Ta amend title 17, United States
Code, to implement the Wiarld
Intellectual Property
Organization Capyright Treaty
and Performances and

Phonograms Treaty, and far

other purposes.

Acronym ! DiC A,

colloquial name

Enacted by the 105th United States Congress

Effective Qctober 28, 1995
Citations
Public Law Pub. L. 105-304 | 4
L5, Statutes at 112 Stat. 2560 (1993) LI
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O PROJETO DE LEI DO SENADDR EDUARDO AZEREDD E
SEUS CUSTOS PARA O BRASIL

Internet brazileira precisa de marco regulatdrio civil

www, direitario. fguw. brfcts

O projeto de lei de crirmes virkuais do senador Eduardo

fzeredo [(PSDB-MG) propde gque o primeiro marco regulatdrio

da Internet brasileira zeja criminal. Enquanta iszo, o caminho

natural de regulamentacio da rede, seguido por todo: os
paizes desenvolvidos, & primeiramente estabelacer umn marco regulatdrio civil, que defina
claramente as regrasz e responsabilidades com relagdo a usudrios, empresas e demais
instituicies acessando a rede, para a partir dai definir urmna regras criminais,

A razlo para iszo & a questio da inovacdo. Para inovar, um pais preciza ter regras civis
claras, que permitarn seguranca e previzibilidade nas iniciativas feitazs na rede [como
inwestimentos, empresas, arquivos, bancos de dados, servicos etc ). As regras penais devem
ser criadas a partir da experiéncia das regras civis, Isszo de cara eleva o custo de
investimento no setor e desestimmula a criagdo de iniciativas privadas, pdblicas e ermpresariais
rna area.

Isso acontece especialmente pela abrangéncia e incertezas geradas pelo projeto, gue usa
conceitos wagos e amplos ["dados", "sistemas de comunicagdo" e outros) para regular um
assunto que dermanda discuss3o0 técnica prévia, que ainda ndo foi feita no pais,

Prova dizzo & que a Convengdo de Cibercrimes, que & citada comao "inspirac3a” para o projeto
de lei, n3o foi aszinada por nenhum paiz latino-armericano & nern pela maioria absoluta dos
paizes em desenwvolvimento [(contami-se nos dedos osf paises pobres que assinaram a
convengdol, ©s paises ricos, sigantdrios da convencdo, ja fizeram seu dever de casa de
regularmentar 2 Internet do ponto de wvista civil 2, sormente depoiz disso, estabeleceram os
pardrnetros crimminais para a rede, O Brasil estd sequindo a via inverza: estd criando primeiro
punicdes criminaiz, sern antes regulamentar técnica e civilmente a Internet,
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Security through obscurity

From Wikipedia, the free encyclopedia

In cryptography and computer security, security through obscurity (sometimes security by obscurity) is a controversial principle in security
engineering, which atternpts to use secrecy (of design, implementation, etc.) to provide security. A systern relying on security through
ohscurity may have thearetical ar actual security vulnerabilities, but its awners or designers believe that the flaws are not known, and that

attackers are unlikely to find thern. The technique stands in contrast with security by design, although many realworld projects include
elements of both strategies.

Contents [hide]
1 Literature review
2 Arguments against
3 Argurments far
4 Historical notes
4 Motes
G See also
T External links

Literature review [edit]

There is scant formal literature on the issue of security through obscurity. Books on security engineering will cite Kerckhoffs' doctrine from
1883, if they cite anything at all. For example, in a discussion about secrecy and openness in Muclear Corarnand and Contral: [

[Tlhe benefits of reducing the likelihood of an accidental war were considered to outweigh the possible benefits of secrecy. This is a

raoderm reincarnation of Kerckhoffs' doctrine, first put forward in the nineteenth century B! that the security of a systern should depend on
its key, not on its design remaining obscure.

In the field of legal academia, Peter Swire has written about the trade off between the notion that "security through obscurity is an illusion” and
the military notion that "loose lips sink ships"P! as well as how competition affects the incentives to disclose. [ -l
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